Experimental Plan for Masters 
Aim and Objectives 
The project’s aim is to develop an overarching methodology that can be applied to evaluate the suitability of alternative camera devices for fingermark capture in difficult-to-reach places. 
The following objectives will be undertaken to achieve the aim.  
· To create criteria to evaluate a camera’s image quality.  
· To relate image quality to ability to capture fingermark detail. 
· To create criteria to determine a camera’s practicability. 
· To evaluate alternative cameras within pseudo-operational environments
Cameras used throughout this project. 
· Bluefire (fibre optic with external viewing screen) 
· Teslong (fibre optic with viewing screen)
· Iphone 11 (smartphone) 
· Otoscope (ear cleaning camera) 
· ZCFP10 Wifi Dental Camera HD Intraoral Endoscope (Dental camera)
· Standard camera (DSLR canon 90D)
· DSLR with fibre optic attachment 
A representative sample of alternative cameras will be used as the aim is to determine the best method to evaluate alternative cameras for fingermark capture. This may also aid in determining which type of alternative cameras are suitable for particular situations. 
1st part – Determine Image Quality of cameras. 
This part aims to determine the image quality parameters of the alternative cameras which will aid in providing information for later stages of testing. 
Test Targets. 
· USAF resolution and contrast 
· Dot Grid Target (distortion)
· Calibrite colorchecker classic (colour accuracy test target)
· Created fluorescent targets. 
· Created diffused reflection targets. 
· Depth of field 
· Pixel per inch (ppi)?

Resolution and Contrast 
· Photograph each stage of the test target from highest to lowest contrast. Determine the resolution for each stage of the test target (with the image at 100%). It’s maximum resolution of group and element and determine the amount of line pairs per mm for each varying contrast level. Graph the results as resolution vs contrast to demonstrate how the resolution changes based on the varying contrast levels. Hoping the resolution remains constant although the contrast drops but could also reveal that the resolution drops along with the contrast. 
· This test is to help determine at what level of contrast does the resolution of the cameras prevent them from recording useful ridge detail. 

Distortion 
· Photograph the test target, the images will be analysed to determine if there are any changes from the test target and the image captured. The distortion will be measured to assess how much a camera distorts an image and determine how the distortion will affect fingermark capture. 
· See if the images suffer from barrels or pincushion optical distortion. 
· ImageJ functions to measure distortion. 
· https://www.edmundoptics.com.au/f/usaf-1951-and-dot-grid-target/13627/ 
Colour Accuracy 
· Photograph the test target, visually compare the captured image with the original test target captured via the DSLR to determine if the colours are correct and record any differences. 
· This test is to aid with the coloured powdered test to see if cameras can record colours accurately. Also aiding in determining if certain cameras struggle to record colour or if the cameras struggle to record particular colours. 
Colour powdered prints/Fluorescent 
· 1 strong doner needs to deposit a series of 10 charged print depletions of the same fingermark to create a depletion series on a black shiny substrate. This will need to be repeated five times to form a total of five depletion series. 
· Each depletion series will be dusted with the following colours to create test targets for each fluorescent powder. 
· Red (Typically, light in the ultraviolet or blue parts of the spectrum 254nm to 525nm)
· Pink (Typically, light in the ultraviolet or blue parts of the spectrum 254nm to 525nm)
· Green (Typically, light in the ultraviolet or blue parts of the spectrum 254nm to 525nm)
· Yellow (Typically, light in the ultraviolet or blue parts of the spectrum 254nm to 525nm)
· Orange (Typically, light in the ultraviolet or blue parts of the spectrum 254nm to 525nm)
· The test targets will be captured using standard white light and a torch to capture the best image and gauge how accurately the camera captures the different coloured powders and how the colour accuracy tests relate to the capture of fluorescent powder. 
· The 2nd part to this test is to use darken conditions, required lighting and filters to cause the powders to fluoresce and to determine if the alternate cameras can capture excited fluorescent powders.  
· The appropriate filter will be held over the lens of the alternate camera. 
· This test is to determine if an alternate camera can capture fluorescent powders and which colours in particular. Also determine if they can still capture the powder at varying contrasts. 
https://www.sirchie.com/pinkescent-fluorescent-fingerprint-powder-2-oz-59-ml.html 
Diffused Reflection 
· 1 strong doner needs to deposit a series of 10 charged print depletions of the same fingermark to create a depletion series, one on a shiny white substrate and one on a shiny black substrate. This will form a total of two depletion series. 
· The test targets will be photographed this is to determine if the alternative cameras can capture the diffused reflection of latent fingermarks. Might not need to dust fingermarks in scene if the camera can capture latent marks. 
· Removal of the latent on white substrate as it is uncommon practice to use diffused reflection on a white surface, diffused reflection appears white so it is difficult to see on camera. The DSLR struggled to capture diffused reflection of a latent on the black substrate. 
· Add example pictures of this in practice to demonstrate why it was cut, not an appropriate test. 
· Using the latent on black demonstrates the use and capabilities of capturing diffused reflection. 
· If there is time will test diffused reflection on metal shiny objects a common practice used to capture fingermarks. 
These test targets will be captured in ideal conditions within a lab, cameras will be placed on a stand to produce the best results. A varying of lighting environments listed in table 1 will be used to capture the test targets. 

Depth of field target 
Pixel per inch 
Number of pixels ÷ size of the image in inches = pixels per inch
Resolution and contrast test target used to calculate ppi, use photoshop to measure. 
Scientific Working Group on Digital Evidence guidelines for threshold. Which is highlighted below for 1000ppi which is deemed necessary to capture level 3 detail in latent prints.  The range circled below is the limit that in theory should determine if a camera can capture fingermarks. (9.8-13 cycles) But they can be exceptions to this limit, should be determined based on the camera’s ability to capture fingermark detail. 
Discuss the acceptable limits, then determine which cameras meet it. 
Then talk about how if a camera can still capture fingermark detail but doesn’t meet the guidelines limit. What should be my determined limit. 
[image: A screenshot of a graph

Description automatically generated]https://www.adobe.com/uk/creativecloud/photography/discover/pixels-per-inch-ppi-resolution.html










Table 1: Testing conditions for each test targets
	Test Target: 
	Lighting Environment:

	Resolution and Contrast 
	· Ambient
· Low
· Torch

	Distortion
	· Ambient changed to without torch due to shadows

	Colour accuracy
	· Light box
· Outside 
· Office 
· Home
· Ambient
· Low 
· Torch 

	Coloured fingerprint targets
	· Ambient
· Torch

	Fluorescent 
	· Darkened (polilight)

	Diffused Reflection
	· Ambient with torch to gain best image for capture


*Test lighting for each day* 
Low lighting in the lab with lights turned off. 
Table 2: Number of images captured for part 1
	Type of Test target 
	Number of test targets 
	Number of cameras
	Number of lighting environments 
	Total number of images captured
	Total number of images analysed 
	Analysis required 

	Resolution and Contrast
	15
	7
	3
	315
	315
	Resolution vs contrast for each camera (6 total) 
1 compiled graph with all camera’s results

	Distortion 
	1
	7
	1
	7
	7
	Distortion measurements and comparison to ground truth.

	Colour Accuracy 
	1
	7
	7
	49
	49
	Visual comparison to ground truth. 

	Coloured fingerprint targets
	50
	7
	2
	700
	High, mid, and low contrast test targets from each colour set = 15 
So, both lightings 210 to analyse 
	Visual determination of colour accuracy and fingermark detail (CAST)

	Fluorescent 
	10
	7
	2
	980
	DSLR not needed. High and Low prints captured for each series by each camera. 
140 to analyse 

	Determine best power level and CAST grade that print

	Diffused Reflection
White and Latent
	20
	7
	1
	140
	High, mid, and low contrast test targets from each colour set = 6 
So, 42 to analyse 
	CAST grading 


	Black powder 
	10
	7
	3
	210
	High, mid and low prints all lighting conditions. 
63 to analysis 
	CAST grading 

	Total Images captured
	2401

	Total Images analysed 
	826



2nd part – Fingermark Image Quality 
Fingermark donation 
· 1 strong doner needs to deposit a series of 10 charged print depletions of the same fingermark to create a depletion series, one on a shiny white substrate and one on a shiny black substrate. This will form a total of two depletion series. 
Creation of test targets 
· All test targets will be dusted. The white cards will be dusted with black fingerprint powder and the black cards will be dusted with the white fingerprint powder. 
· In each depletion series the best print that represents high, mid, and low contrast will be selected to be photographically captured. 
· For diffused and fluorescent powders, the best prints will be selected from the test targets created in the previous test that represent high, mid, and low contrast to be captured and analysed in this part. 
Fingermark capture 
· Each test target will be captured in ideal laboratory conditions, in ambient light on a stand with the use of a torch to produce the best quality images. 
Table 3: Number of images captured for GYRO analysis. 
	Type of fingermark 
	Number of images captured
	Number of cameras
	Total number of images captured on one repeat
	Repeats 
	Total of images captured

	Latent Black substrate 
	High, mid, and low 
= 3
	7
	21
	3
	63

	Dusted with black powder on white substrate 
	High, mid, and low 
= 3
	7
	21
	3
	63

	Dusted with white powder on black substrate 
	High, mid, and low 
= 3
	7
	21
	3
	63

	Total 
	189 images captured in total 



Table 4: Estimated times to analysis images in Table 3
	Prints per hr
	Time per day (hrs)
	Total prints per day
	Total prints per week
	Number of weeks to process all prints

	2
	5
	10
	50
	12

	4
	5
	20 
	100 
	6



Ambient with torch will be used as it is the best lighting to achieve the best images for capture. Need the best images for capture to determine a camera’s full capabilities of capturing fingermark detail. *Show examples from previous tests to demonstrate this*
Choose the high, mid and low prints for each series individually, which ones best represent these contrasts and describe why in thesis. 
GYRO analysis 
· The DSLR images will be marked up first identifying all detail possible this will be the ground truth that the alternative camera’s images will be compared to. This will determine how much detail the alternative camera capture and how accurate they capture fingermark detail.  
· This test will use the alternate GYRO grading system. Which demonstrates the details within the fingermark and shows which details are the same, difference and aren’t present, this will aid in determining how each camera performs when capturing a print. The test will highlight where the alternative cameras differ from the standard and demonstrate to what extent they different in fingermark capture. 
· Due to the same print being photographed via each camera the details are the same any differences in detail will be due to the camera quality and will aid in highlighting the performance capabilities of the different cameras.

3rd part – Practicability (controlled)
A set of 5 key situations will be tested to evaluate the camera’s practical performance. 
· Behind door handle 
· On top of fence (1.8m maximum regulations for NSW fencing in majority cases) Maximum height my simulation apparatus can reach is 1.7m 
· Outside of windowsill 
· Under a handrail 
· Inside evidence items, e.g. small safe 
Fingermark donation 
· 1 strong doner needs to deposit a series of 10 charged print depletions of the same fingermark to create a depletion series on a shiny black substrate. This will need to be repeated five times to create five separate depletion series. 
· All prints will be dusted with white fingerprint powder, from each depletion series the best prints that represent high, mid, and low contrast will be selected. There will be a separate high, mid, and low contrast test target for each situation listed above. 
· The ground truth of each test target will be captured via the standard photography before testing. 
· Each alternative camera will also capture a ground truth of each test target before testing. To establish the level of detail that each camera should be able to resolve prior to in-situ testing. 
Practicability 
· The test targets will be placed within the representative situations, using the apparatus created in EDA last year to replicate real world situations within a controlled lab environment. 
· The test targets will be captured using the standard methods, such as use of a mirror, step ladder, flash, and torch with the use of the standard camera.  
· Then the alternative cameras will capture the test targets in each situation. 
· The following factors will be observed and recorded to compare the practicability of the standard methods and of each camera device. This will aim to determine if the alternative camera is easier to use in certain situations or is it an appropriate alternative to the standard method. 
Key factors that will be observed:
· Time taken. 
· Handling (one or two hands)
· Use of additional equipment (e.g. mirror)
· Ease of viewing (e.g. attached viewing screen or additional viewing screen)
· Storage of images (SD card or device storage)
· Use of lighting (flash or torch)
· Successful capture of fingermark (focal distance) 
· Battery life
· Charging time 
Table 5: Checklist of images captured within each situation.
	
	Camera Type
	
	

	Situations 
	Teslong Side

	Teslong Straight 

	Iphone 11

	Otoscope 
	Dental Camera
	DSLR canon 90D
	
	Lift 

	Behind a door handle
	
	
	
	
	
	
	
	

	On top of a fence 
	
	
	
	
	
	
	
	

	Outside on a windowsill
	
	
	
	
	
	
	
	

	Under a handrail 
	
	
	
	
	
	
	
	

	Inside an evidence item (Safe) 
	
	
	
	
	
	
	
	


Lifts 
· After the required images are captured for each situation, the print is lifted in that position then photographed using the standard camera. 
· The image of the capture lift will be compared to the alternative cameras images to determine the more appropriate method to capture the fingermark. 
· This part aims to demonstrate the issues with lifting and show if being able to capture a print in situ is the better option. 
· UC grade the lift vs the images captured via these cameras in each situation will aid in determining if the alternate camera is the better option rather than the lift. 
Table 6: Total images captured during Part 3
	Situation 
	Number of cameras inc. lift
	Number targets per situation 
	Total image captured
	Analysed conducted 

	[bookmark: _Hlk175230621]Behind a door handle (1)
	7
	6
	42
	UC Grade lift vs the alternate camera’s image. 
General observations compared to the standard methods. 

	[bookmark: _Hlk175230677]On top of a fence (2)
	7
	6
	42
	UC Grade lift vs the alternate camera’s image. 
General observations compared to the standard methods.

	[bookmark: _Hlk175230704]Outside on a windowsill (3)
	7
	6
	42
	UC Grade lift vs the alternate camera’s image. 
General observations compared to the standard methods.

	[bookmark: _Hlk175230726]Under a handrail (4)
	7
	6
	42
	UC Grade lift vs the alternate camera’s image. 
General observations compared to the standard methods.

	[bookmark: _Hlk175230742]Inside an evidence item (Safe) (5)
	7

	6
	42
	UC Grade lift vs the alternate camera’s image. 
General observations compared to the standard methods.

	Total images captured: 
	210



This part is to determine if there is a suitable alternative to the standard practices, it is a know fact that the DSLR will produce the best image, and the goal is not to produce a better image. But rather to gain a quality image in a more efficient manner and that is appropriate to use for fingermark analysis. 
Battery life and charging 
A separate test is to be conducted to test the charging time and battery lift of the alternative cameras. The devices will be timed to charge from dead to full battery and recorded. 
Once fully charged over the course of a week each camera will capture a series of 20 photos each day without charging in-between and record how long the battery lasts over the week. 
Part 4 - pseudo-operational. 
· Aim of this part is to put all previous tests into context and assess the performances of the alternative cameras within pseudo-operational situations. 
Fingerprint donations. 
· Doners will be instructed to place natural prints in a series of locations within the crime scene house, locations will be real world examples of the situations tested in part 3. 
· Behind door handle 
· On top of fence 
· Outside of windowsill 
· Under a handrail
· Inside evidence items, e.g. small safe 
Crime scene assessment 
· Each camera will be taken through the crime scene and attempt to capture the fingermarks in the difficult to reach locations. 
· Attempted capture of marks will be performed without enhancement techniques, then enhancement techniques such as powder dusting will be applied to attempt to successfully capture the fingermarks. 
· Overall observations will be recorded to assess the camera’s performance within a pseudo-operational setting. 
· Can the camera successfully capture the fingermark? 
· Does the camera survive a crime scene run through? 
· Are there certain types of cameras better suited for certain situations? 
· How do the alternative cameras compare to the standard practices? 
This part will also be used to assess the testing throughout the project and how the results of the previous laboratory test reflect within the real world. 

Notes 
· Two parts with the thesis, evaluate the cameras and the other is creating the method, make it clear in the thesis. 
· Focus distance, make a table with common gaps if it is within the focal distance, it should be able to capture it. 
· Do all the tests for each camera. 
· Bluefire cut from testing due to time constraints and amount of images that need to be analysed. Images not of high quality, already have a fibre optic for testing and devices with external viewing devices. 
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